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Introduction to the Cartridge for
Guest Process Investigation

This section contains the following topics:

Overview of the Cartridge for Guest Process INVESHGation..........cccvverrerrnmreenereesssereesssnsnens 16
Understanding the Concept 0f GUESE PrOCESS ......cuvvririieirinireirireieinineisseeiseeseise e 16
Monitoring Virtual Machines with the Cartridge for Guest Process Investigation................c..... 17
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Overview of the Cartridge for Guest Process Investigation

Virtual machines are quickly becoming the industry normin IT infrastructures.
Companies use virtual machines to reduce server growth, reduce costs, and conserve
energy.

The monitoring of internal resource contention problems of virtual machine
environments presents a unique set of challenges. In order for a corrective triage of
problems to take place, running processes, active users and current services must be
monitored.

However, accessing process information on virtual machines can be an inefficient and
time-consuming process. Monitoring virtual machine environments with the vFoglight
Cartridge for Guest Process Investigation simplifies monitoring and troubleshooting of
virtual machines experiencing performance problems.

Note The Cartridge For Guest Process Investigation is specific to the host selected. It provides
the same process monitoring information for physical or virtual machines.

Understanding the Concept of Guest Process

Theterm “guest process’ is based on the concept of one “ physical maching” hosting “x”
number virtual machines. A guest processis aset of internal processes running on one
virtual machine. Windows operating systems provide the Task Manager to view and
troubleshoot internal process on a physical machine. Those using virtual machines do
not have this type of monitoring tool.
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Monitoring Virtual Machines with the Cartridge for Guest Process Investigation

£ Windows Task Manager EJ@@

Fie Optons Wiew Help

Apphcatons | Processes | Parformance || Netwarking

[ show processes from all users

Processes: 65 CPU Usage: 1% Commit Charge: 2467M [ 28574

To monitor virtual machines, the user currently has to bring up a separate monitor from
the one used to monitor the virtual machine, then view Perfmon to get details on what is
happening on the host. Thisis atime-consuming and inefficient process because users
have to sit and repeatedly watch real-time displays to spot the recurrence events. Those
monitoring virtual environments need the ability to set an unattended tool, and let that
tool draw attention to virtual machine(s) that are having performance problems.

Monitoring Virtual Machines with the Cartridge for Guest
Process Investigation

The vFoglight Cartridge for Guest Process Investigation allows you to monitor the
virtual infrastructure, health, and performance of processes inside virtual machines.
Guest Process agents are configured with virtual machines to send data back to
vFoglight. Alarmsin vFoglight alert the user to problems which are then monitored to
determine what internal process might be affecting the performance of avirtua
machine.

For example, you may have avirtual machine that is running too slowly. You need to
determine the root cause. You can configure that machine with the Cartridge for Guest
Process Investigation and monitor its processes over a period of time. Thisreveas that
severa instances of asingle program are open and taking up all of the memory. You
close down those instances and the machine returns to its normal state.
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Cartridge Navigation Basics

This chapter describes the basic vFoglight navigation techniques necessary for using the
Cartridge for Guest Process Investigation. This section contains the following topics:

VFOGlIGNE GUI PANEIS.......criieiieeisiceirs ettt 20
NAVIGALION PANEL ...ttt bbb 20
S0 VA -1 TR 21
ACHONS PANELL... ..ottt ettt bbbttt s 21
TIME RANGE c.vvveveeeeisere ettt e s et 21
SOMADIE LISIS ...ttt ettt b bbb renas 22
Alarms and their Status INAICAIOIS. ........ver e e 23

MOUSE OVET ACHIONS ...ttt sttt sttt st b e ettt et s st e s st e b e st et s et e st sbebesebis 23
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vFoglight GUI Panels

Depending on where you log to vFoglight, you may see either the contents of the first
bookmark (the Welcome page is the default) listed under Bookmarks, or a home page.
For further details, refer to the viFoglight User Guide. Typically, the GUI isdivided into
the following three panels:

» The navigation panel on the left.
e Thelarger display panel in the middle.
« Theactions panel on theright.

Foglight’
+ a30n . Virtual Machine: RAforid
Zr  Navigation
S Panel
e vy e N (B Actions
Disp]ay 1 el Panel
Panel ™. i

Navigation Panel

The navigation panel operates like a drawer. Its default state is open. To close the
navigation panel, click the arrow at the far left of the vFoglight GUI. Click that arrow
again to open the navigation panel. The navigation panel lists all of the dashboards that
are available to the current user for viewing. You can use the navigation panel to select a
dashboard to view in the display panel. To access a specific dashboard, open the
appropriate module (the Virtual module, for example). The navigation panel also
provides access to the vFoglight Administration and Configuration areas, and may
provide access to some cartridge-specific navigation views (for example, the Virtual
Infrastructure View for the VMware Cartridge vmExplorer Dashboard).

Note If you do not see any dashboards in the navigation panel, the user id you signed in with may
not have been assigned to a group. For details, refer to the vFoglight User Guide.
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Display Panel

The display panel is used to view current dashboards and reports, as well asto create
new dashboards and reports. You can increase the size of this area by resizing the
navigation panel, or, if the actions panel is open, by closing the actions panel.

Actions Panel

The actions panel operates like a drawer. Its default state is closed. To open the actions
panel, click the arrow at the far right of the vFoglight GUI. Click that arrow again to
close the actions panel. The actions panel contains the various actions and tasks you
can perform with the current dashboard. It also contains views and data that you can
add to a dashboard or report you are creating and provides access to the online help
files.

Time Range

The default behavior of the VMware Cartridge isto display metrics, aerts, and
messages that have occurred within the last four hours. This time range, however, is
configurable. To configure the Time Range, use the Time Range menu located in the
upper right corner of the vFoglight GUI.

rr—— jadvazday, Jarary 7, 200 1223

Virtual Machine: STLSollx860A41

riusl Machirs | Datastorss | Processss

sble Process Cobecticn  Configure Collection

Using the Time Range menu, you can select from the listed predefined time ranges or
you can specify a custom range using either asliding time bar or precision controls to
specify dates and times.
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When you modify the time range for a dashboard or view, it adjusts the range for all of
the contained views contained within and drilldowns accessed from that dashboard or
view. It does not adjust the time range for any parent views.

Sortable Lists

In certain vFoglight dashboards, some levels of views contain sortablelists. An example
of thisis the Monitored Processes, Process Name column in the Cartridge for Guest
Process Investigation.

Maonitored Processes:

Select Al Deselect all Update | =

Pr " CPU Usage
locess{ijame IS Average  Max Average Max
Process Name| oo R

WINZIP32 1.0 count nfa nfa 0.0% 0.0%
wireshark 10count 0.0% nfa 0.0% 0.0%
wmipryse 1l0count 0.0% 0.1% 0.0% 0.0%
wscript 1.0 count nfa nfa 0.0% 0.0%
WZQKPICK 1.0count 0.0% 0.0% 0.0% 0.0%

Itis possibleto sort thislist by column using any of the column headings. Click a
column heading once to sort the list in ascending order. Thelist is redrawn according to
your specification. Click the column heading again to re-sort the list in descending
order. Thisis handy when you want to have an organized view of virtual machines or
ESX Server objects sorted by name, parent container, status, etc.
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Alarms and their Status Indicators

The Cartridge for Guest Process Investigation uses status indicators to show specific
alarms raised within the virtual infrastructure. Four status indicators, similar to those
displayed in the following figure, are used throughout the vFoglight Cartridge
dashboards. The status indicators may be displayed as round and colored with the
number off to the side (as shown below) or they may be displayed as rectangular and
colored with the number in the center of the indicator.

® Faal 1

@ Critical 2

Warning

® Normal 5

The vFoglight alarm types respond to thresholds that are defined within the VMware
Cartridge rules. As metrics change and move through thresholds, alarms areraised. Asa
metric moves through thresholds, the severity of an alarm changes, which causes the
associated status indicator to change. For detailed information about VMware Cartridge
rules and metrics, refer to the vFoglight Cartridge for VMware Reference Guide. It is
important to note that with the V Mware Cartridge an event that triggers an alarm for an
object does not trigger an alarm for any of the object’s parents. For example, asingle
Virtual Machine running at a high CPU utilization does not trigger an alarm for its
parent ESX Server. An alarm would only be triggered for the parent ESX Server if the
server itself was running at ahigh CPU utilization.

Mouse Over Actions

Many items within vFoglight dashboards display additional information when you
hover the cursor over them. For example, when you hover the cursor over a graph you
are likely to see a specific value or values that correspond(s) to the position of the
cursor. When you hover the cursor over an individual metric, you are likely to seea
small descriptive popup.
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Interacting with the Cartridge for
Guest Process Investigation

This chapter takes you through the various dashboards and associated views in the
Cartridge for Guest Process Investigation Cartridge. This section contains the following

topics:

Installing and Configuring WINRM ...........cooviiuriinieessieessssssessssreessssss s ssssssessssssssssssssssssesenns 26
Deploying a Cartridge for Guest Process Investigation Agent to FGIAM ..........cccooveenirinrieinn. 28
Manual Configuration of Guest Process Agents Using the Administration Dashboards.............. 30
ProcesSes DASHDOAIT ........c.curiiueiriciriiiei ettt 36
Guest Process Agents DAaShDOAIT ........cccoveurierririieieesns e sssssss s ssssssssssnes 35
Process INfOrmation DAta SOUICES .........cuvieruririieirieirire ettt 54

Troubleshooting the Cartridge for Guest Process INVEStGation ........cccvveerveerrveenreeesineseensnnnns 59
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Installing and Configuring WinRM

To collect process information from remote Windows install ations, the Cartridge for
Guest Process Investigation relies on Windows Remote Management (WinRM) to
expose the process information data. While some Windows installations include
WinRM, others require download and installation.

The Cartridge for Guest Process Investigation is compatible with two types of WinRM
authentication:

» Encrypted (HTTPS) basic authentication
» Unencrypted (HTTP) basic authentication

After WinRM isinstalled and properly configured, ensure that process information
collection is successful before moving on to the configuration of other WinRM
installations.

The following provides WinRM installation and configuration procedures:
» Downloading WinRM
«  WinRM Configuration
 Listening for Remote Connections

Downloading WinRM
Click hereto view WinRM installation instructions.
WinRM installations can be viewed for:
«  Windows Server 2003 (x86 and 64-bit systems)
*  Windows XP (x86 and 64-bit systems)

WinRM Configuration

During configuration of WinRM, it is recommended that you reference WinRM help if
required for more specific configuration instructions. Type "winrm" at the command
prompt to access help.

Note After configuration is complete, ensure the Windows Remote Management service is
started.



http://www.microsoft.com/downloads/details.aspx?FamilyID=845289ca-16cc-4c73-8934-dd46b5ed1d33
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Listening for Remote Connections

WinRM on the monitored Windows machine must be configured to listen for incoming
connections from remote parties. There are several methods and options available for
creating alistener.

The following example shows one method to create a listener:

“winrm create winrm/config/listener ?Address=*+ Transport=HTTP”

Authentication Scheme 1 - Encrypted Basic Authentication via HTTPS

This authentication scheme establishes an encrypted HTTPS session with WinRM. This
configuration requires that WinRM be configured with an HTTPS listener and an
appropriate certificate that identifies the machine WinRM is running on.

In addition to this WinRM configuration, the server that is running the vFoglight Agent
Manager (or serversthat are not vFoglight) must be configured to trust the WinRM
Server's Certificate. You must configure the viFoglight Agent Manager to trust third
party certificates.

Note FglAM can be installed on servers that are not vFoglight servers. It is the FgIAM server that
needs configured, not the vFoglight server. These procedures discuss installing FgIAM on
the same machine as vFoglight.

The following provides an example for configuring WinRM with an HTTPS Listener
and Certificate:

* winrm create winrm/config/listener ?Address=* + Transport=HTTPS
@({ CertificateThumbpring="PASTE_CERTIFICATE_THUMBPRINT_HERE"}
Authentication Scheme 2 - Unencrypted Basic Authentication

Within the second authentication scheme, you are able to establish a session with
WinRM using unencrypted, basic authentication. The following are example commands
for setting those configuration values:

* winrm set winrm/config/service/auth @{Basic="true"}

* winrm set winrnvconfig/service @{AllowUnencrypted="true"}
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Deploying a Cartridge for Guest Process Investigation
Agent to FgIAM

Note Before you can deploy the Guest Process Investigation Agent to another machine, the
vFoglight Agent Manager must be installed on that machine.

The Cartridge for Guest Process Investigation allows you to monitor process
information on multiple host machines. It may reach a point when the vFoglight Agent
Manager server becomes slowed down from monitoring large numbers of host
machines. The following procedures outline how to create and deploy the Guest Process
Investigation Cartridge agent to another vFoglight Agent Manager to monitor addition
hosts. Thisallows you to spread out the monitoring workload and avoid slowing down a
single machine.

To deploy the Cartridge for Guest Process Investigation agent to another vFoglight
Agent Manager:

1 From the navigation panel, Select Dashboar ds> Administration > Agent.
2 Select Agent Status.

Administration
Administration
Agents

|Agent Adapters
Agent Blackouts
Agent Hosts
Agent Properties
Agent i{ﬁjus
E:Itg idges Agent Status

3 Click Deploy.
The Create Agent dialog displays.
4 From the Host drop-down, select the desired Host.

Deploy Agent Package

Host: v

Package: rem202931.prod.quest.corp:FglaAm
106347 t “FglaM

Show Packages iIIDEJ—'L .@d.ques_.corpfglﬁn

for All

Platforms:

[ ] [ Cancel ]

5 From the Package drop-down list, select the required package.



Interacting with the Cartridge for Guest Process Investigation
Deploying a Cartridge for Guest Process Investigation Agent to FgIAM

Deploy Agent Package
Host: stl106347.prod.quest.corp:FglaM hd
Package: GuestProcess.gar it
show Packages GuestProcess.@r
for All
Platforms:

[ Deploy H Cancel

6 Click Deploy.
The agent installs on the selected host.

Deploy Agent Package

Task:

Progress
Mezzage Status

Installation on =tl06347.prod.quest. corp#f350aTe5-4cf9-4613-.. w

7 Click OK.
8 Click Create.
The Create Agent dialog displays.

9 From the Host drop-down, select the desired host.

Create Agent
Host: e

Agent Type: rem202931.prod.quest.corp:FalaM
stl106347.prog.quest.corp:FglaM

10 From the Agent Type drop-down, select the Guest Process Agent.

Create Agent
Host: stl106347.prod.quest.corp:FglaM e

Agent Type: Guestp roc\rﬁsgs.-‘-\gent

29
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11 Enter the desired namein I nstance Name.

Create Agent
Host: stl106347.prod.quest.corp:FglamM hd
Agent Type: GuestProcessAgent

Instance Name: |Documentation|

Generate Name: [

[ Create H Cancel

12 Click Create.
The agent creates.
13 Click Activate.

Manual Configuration of Guest Process Agents Using the
Administration Dashboards

Note The Guest Process agent can be configured from the Agent Administration dashboards in
vFoglight. This is not recommended.

Use the Administration Agents dashboard for manual agent configuration.
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Foglight’

There are no bookmarks

To manually configuration a Guest Process | nvestigation agents using the

Administration Dashboards:

1 Navigate to Agent Status in the navigation panel (Dashboar ds
>Administraion>Agents>Agent Satus).

-

Jast

as

Administration

Administration
Agents
Agent Adapters
Agent Blackouts
Agent Hosts
Agent Properties
Wgent Status
Cartridge
Data
Rules & Notifications
Schedules
Setup & Support
Tooling
Users & Security

Agent Status

Alarms
Applications
Foglight
Hosts
Reparts
Services
Virtual
Configuration

2 Select the required agent.
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Agent Status Iuh 14, 2009 7:05:33 AM CST
Agent Status (1] Showing 1 - 1 of 1 agents as of Jan 13, 2009 14:03:41 Refresh &
Filter by Hestname | Agent Hame
Mameipate Type WVersion
Build Tags Status | Al v |Properties
Any Properties w || Clear Filters
. O Hestname Agent Name  Mamespace Type Version Tags
@ [@  stvmta0i.de:GP_agent  GuestProcess GuestProcessAge5.2.4 b 4

3 Click Edit Properties.
The Agent Status dashboard displays.

Note

It is important to note that Agent Name must match the Monitored Hosts list name. For

example, if the Agent Name is “GP_Agent”, the Monitored Hosts list name must be
“GP_Agent”. If the Agent Name and Monitored Hosts list name does not match, the
vFoglight dashboards will not display the agents data correctly.

4 From the Monitored Hosts drop-down, select the desired agent list.

Configuration

Collection Timeout

Monitored Hosts | GP_Agent List

F| [Edit...] [Clone...] [Remcve...

GP_Agent

GP_Agent, List
monitoredelostsList

The agent list dialog displays.
Click Edit.
The selected monitored host list displays.

*

Sample Operating SSH Use winkm "I

Int | HostMame  User Name Password System  port SSL Port m

True 30 stidevfogesxcs administrator| == 22 False 80 wsm
True 30 10.4.44. 140 root 22 True 443
True 30 10.20.4.27  |oracle 22 |True 443
True 0 rhécr102 cracle 22 [True 443

True 30 sthom_orallg |administrator|== ==|windows |22 |False 80 wim

2 s

Al

6 Click Add new row.
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The configuration dialog displays.

33

7 The configuration dialog alows you to complete the required fields to connect to

ahost machine.

Monitored &) True () False
Sample Interval |30
Host Name |stlvm_orallg

User Name administrator

password ]
Operating System
SSH port |22

Use S5L ) True (&) False
WinRM Port |30

WinRM URL Path |[wsman

e Monitored: Allowsyou to collect process info from the host machine.

« SampleInterval (seconds): Allows you to set the collection rate between
vFolight and the host in seconds.

¢ Host Name: Name of the host you are connecting to.
¢ User Name: User name of the host you are connecting to.
e Password: Password of the host you are connecting to.

e Operating System: Allows you to select the operating system, i.e.,Windows,

Solaris, Linux.

Note

For Windows: In order to access that information through WinRM, the provided account

information must be an account that is a member of the local computer’s administrators
group on the remote machine. For more information, click here. This link takes you to a
MSDN site that discusses this requirement. Review Step three of the instructions for
connecting to a remote computer using a different account.

Note

For Linux/Solaris: The username and password must be an account with SSH access to

the host being monitored.

Windows Host: The following default values are used:

¢ UseSSL: Fase

« WinRM Communication Port: 80


http://msdn.microsoft.com/en-us/library/aa384423(VS.85).aspx
http://msdn.microsoft.com/en-us/library/aa384423(VS.85).aspx
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¢ WinRM URL Path: wsman
e Linux or SolarisHost: The following default values are used:
e SSH Port: 22

e UseSSL: Using SSL ensures an encrypted connection between the agent and
the monitored host. This requires the vFoglight Agent Manager (FglAM) to be
configured to trust the monitored host's certificate. For procedures on
installing the vFoglight Agent Manager, refer to the viFoglight Getting Sarted
Guide.

« WinRM Port: If the default port is not acceptable, this setting allows you to
override that port.

¢ WinRM URL Path: If the default URL path to the WinRM Listener Endpoint
is not acceptable, this setting allows you to override that path.

8 Fill in the required parameters.
9 Click Save.

10 Closethe agent list dialog.

11 Click Back to Agent Satus.

Configuraticn

Collection Timeout 30

Monitored Hosts |gDZ > |Edit_| |Clone._ | |Remove.
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Guest Process Agents Dashboard

The Guest Process Agents dashboard allows you to view the Guest Process Agents
configured and the hosts being monitored.

To view the Guest Process Agents dashboard:

1 From the navigation panel select (Dashboar ds >H osts>Pr ocesses>Guest
Process Agents).

Foglight

¥ Bookmarks

¥ Homes T

 Dashboards i

Adrninistration
Alarms
Applications
Foglight
Hosts

Active Hosts Summary

Host Browser

Haost Manitar

Host Resource:

Hosts

Process

Guesk Proress Agenks

Reports @
Services
Yirkual
Configuration

(Guesk Process Agents

The Guest Process Agents dashboard displays.

2 Todrill-down and view Guest Process agent information, click the agent name.
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Guest Process Agents

Y TAOD1_Apent

Hosts Monitored 3
Hosts Moritored -~
stldevfogesxcs. dev.quest . corp -

stlymba0l, dev, quest.corp
stlvm_winZ008,dev quest,corp
th4or10z

termp-pc

The Agent Messages view displays providing any errors that make have occurred
between the Guest Process Investigation agent and the host.

temprgc

temgroc
temgrac
temgrac
tengroc
temgroc
temgrac

Processes Dashboard

The Processes dashboard displays information on the host that is collecting and sending
detailsto vFoglight. This dashboard can be used to view the process information of the
host being monitored and troubl eshoot issues with that machine. The following figure
shows an example of atypical processes dashboard with embedded views of the
processes being monitored.
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veExplorsr

Lhﬂ Virtual Machine: RH4or102

Vit Machne | Datastores | Frocesses

CPU Usage by Fradess

GdE G40 DEDE (S35 GA00 A0 OTHR T30

ety Ui iy Priass

N O E]

Hontored Processes:
SeectAl Deseest Al uodete |

() et Loset 00% O0% 00% 0.0%
B e Licut 0.3% 40% 00% 0.0%
gromepane Llcout B0% 0% L4% i4%
(= L0court 00% mia 13% L3%
dock-spplet  LOcount 0.0% 00% 0.7% 0.7%

& Taratay. Jenary 8. 2008 145 AV -t 4. bonra=

)
CPU At A Glance

CPUz Top Consumers
Process Name
orace

Memary At A Glance

Memony: Tao Consummens

oracie
grome-temral
rewhs

i - ¥
X

Memory
SwapSae SwaoSue  WerkegSet
Avernge  Max e
0.0k8 0.068 0.008
LiMe LI 588,068
6348 6308 4348
5.5M8 s5.6M8 13.9m8
24M8 24M8 7808

Fasl Creal e
Mlarms | I |
-
CPLU: Largest Change
VG CPU | Process Name % Changejmn
30% | makewhats A%
w5% || g 5%
@3% | removeservice 4.0%
CEL NI 6%
0L1% | | ooivhest 18%
Hermoey: Lirgest Change
% Changeimin
FAEY | lsoec 2.20%
4% | makewhats 0.05%
3% | sooiystddate L%
18% | 00dgmateh £.00%
L7% | e 0.00%
| (6o ) Cosr ) (ommand )
Wieriang et Sun Vit Soe Wirtual Sae
Hax Aversge M
LU LELd oo -
88008 ELILY 108
.38 1M ke
M mame ELET
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Navigating to the Cartridge for Guest Process Investigation
Dashboard

You access the Process dashboard from the vmExplorer.
To view the Process dashboard:

1 From the navigation panel select (Dashboards >Virtual> VMware>
vmExplorer).

~ Dashboards T

Adminiskration

Alarms

Applications

Foglight

Hosts

Fepoarts

SErvices

“irkual

WMware

wmfgents
wmalarms

wmExmlorer
v lvax lorer
wrnMonite. P

wnyirkualCenters

The vmEXxplorer view displays.
2 Click the Processes tab.

wmEuplorer « Wednasday, December 24, 3008 359 AM . How 4.0 hous =

| Virtual Machine: sti esxes

The Processes view displays. The first time you view the Processes dashboard,
the graphs and charts contain no process info. The Guest Process Cartridge for
Investigation must first be configured with the host machine before process

information is displayed. For more information, see “ Configure Collection” on

page 40.
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Foglight

| Virtual Machine: Fog522RTH

Virtudl Machine | Datastorss | Processes

[)Ervsbie Process Collsction.  Configure Collection

Memory At A Glance

Memory: Top Consumers Memiry: Largest Change
Process Name AYGMemory  Process Name Changefmin

WIinRM Remote Access Account Restrictions

For more information, click here. Thislink takesyouto aMSDN site that discussesthis
requirement. Review Step three of the instructions for connecting to a remote computer
using a different account.

Process Dashboard Collection Options

Note The data displayed can be for either a physical or virtual machine.

The Processes dashboard provides the following options:
» Enable Process Collection
« Configure Collection
» Enable Process Collection


http://msdn.microsoft.com/en-us/library/aa384423(VS.85).aspx
http://msdn.microsoft.com/en-us/library/aa384423(VS.85).aspx
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vmExplorar

| Virtual Machine: RH4or102

[F] Erabée Process Colectior
CPU AL A Glance

CPU: Top Consumners

Enable Process Collection

Checking the Enable check box enables the agent sel ected. Processes are then sent from
the agent to the Processes view.

vmExplorer

Virtual Machine: stideviogesxcs

Wirtual Machine | Datastores || Processes

%Enable Process Collection

Configure Collection

Configuration Collection displays the Host Configuration Settings dialog that provides
the following options:

» Configured Agents
» Advanced Options
« Available Collection Agents

Configured Agents

Note Using fglcmd for Guest Process Investigation Agents is strongly discouraged. It is
recommended that you use the configuration screens provided with the Guest Processes
dashboards.

Configuration Settings allow you to complete the required fields to connect to a host
machine.
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Host Configuration Settings

Collection Sample Interval {seconds) (30

Operating System windows |+
Host Name rh4or102
User Name oracle
Password ~ |seeess

¢ Collection Sample Interval (seconds): Allows you to set the collection rate
between vFolight and the host in seconds.

¢ Operating System: Allows you to select the operating system, i.e.,Windows,
Solaris, Linux.

Note For Windows: In order to access that information through WinRM, the provided account
information must be an account that is a member of the local computer’s administrators
group on the remote machine. For more information, click here. This link takes you to a
MSDN site that discusses this requirement. Review Step three of the instructions for
connecting to a remote computer using a different account.

Note For Linux/Solaris: The username and password must be an account with SSH access to
the host being monitored.

¢ Host Name: Name of the host you are connecting to.
¢ User Name: User name of the host you are connecting to.
e Password: Password of the host you are connecting to.

Advanced Options
Advanced Options provides connection settings to remote hosts.
Note the following when configuring hosts:

* Windows Host: The following default values are used:

e UseSSL: Fase
¢ WS-Man Communication Port: 80
¢ WS-Man URL Path: wsman
e Linux or SolarisHost: The following default values are used:

e SSH Port: 22


http://msdn.microsoft.com/en-us/library/aa384423(VS.85).aspx
http://msdn.microsoft.com/en-us/library/aa384423(VS.85).aspx
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Advanced Options contains the following settings:

+ Advanced Options
Enable Process Collection

[Juse ssL
WinRM Port a0

WinRM URL Path |ywsman

55H Port

* Enable Process Collection: Enables the collection for the machine.

e UseSSL: Using SSL ensures an encrypted connection between the agent and
the monitored host. This requiresthe vFoglight Agent Manager (FglAM) to be
configured to trust the monitored host's certificate. For procedures on
installing the vFoglight Agent Manager, refer to the viFoglight Getting Sarted
Guide.

* WinRM Port: If the default port is not acceptable, this setting allows you to
override that port.

¢ WinRM URL Path: If the default URL path to the WinRM Listener Endpoint
is not acceptable, this setting allows you to override that path.

e SSH Port: If the default port is not acceptable, it can be overridden using the
SSH Port.

Available Collection Agents

Available Collection Agents provides alist of agents configured to collect process info.

Agent Name Hosts Monitored
gp2

Enable Process Collection

Checking the Enable check box enables collections for the machine. Processes are then
sent from the agent to the Processes view.
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vmExplorer

irtual Machine: stidevfogesxcs

| - o

Virtual Machine | Datastores | Processes

Enable Process Collection

b

Time Range Menu

From the upper right-hand corner of the Process dashboard, you can select the Time
Range Menu to set collection time ranges for the host machine sending processinfo to
vFoglight.

To set the time range menu:

1 Click the Time Range Menu in the upper right-hand corner of vFoglight.

G+ Friday, December 15, 2008 10:47:55 AM - Nggy 50,0 minutes

|
Process Collection: Enabled Agent Selecti ptions {b

The Time Range Menu displays.
2 Select the desired time range.

G+ Friday, December 19, 2008

Enabled Agent Selection Host Opt
.

CPU: Largest Change
VG CPU Process Mame

There Is Mo Data To Displa
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Using the Cartridge for Guest Process Graphs and Charts

When using the Cartridge for Guest Process I nvestigation graphs and charts, you can do
the following to change the views of monitored process:

« Change the monitored process viewed
» Changethe chart time
» Perform zoom functions

Changing the Monitored Processes Viewed

The Monitored Processes view allows you to view all or selected processes on the host
being monitored.

To change the monitored processes view in Guest Process Investigation charts:

1 Inthe Monitored Processes view you can:
e Selected all: Selects all the processes running on the host machine.
* Deselect all: Deselects al the process running n the host machine.

¢ Update: Updates the Guest Process Investigation charts once the selection
processis made.

Maonitored Processes:

Select All Deselect All Update | =

Process Mame Instances iz ﬁi:?:ge [
wiaucl: 1 0.0 % 0.1%
¥} update 1 0.0 % 0.8 %
mrtstub 1 0.0 % 0.0 %
MRT 1 0.0 % 1.7%
windows-kb890830-v2 .6-delka 1 0.0 % 0.3 %
userinit 1 0.0 % 0.2 %

2 Select the monitored process you want to view.
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Monitored Processes:

Select &l Deselect ll Update | =
CPU Usage

Process Mame Instances Last Updated PAORNE [J e— o Swap
Bver
mrkskub /1;14;09 427PM 00% nfa 0.0% 00% 364.11
salbraws 1 1015/09 126 AM 0.0 % 0.0% 0.0% 0.0% 7250
[ sqlb {15
[ emd 1 1J15/09 1020 4M  0.0% 00% 00% 0.0% 1.5
M55 1 1f15/09 10:21 AM 0.0% 0.0% 0.0% 0.0% 15z.0

System 1 1f15/09 10:21 AM 0.4 % 83% 0.0% 0.0% 0.0

3 Click Update.
4 The CPU Usage by Process and Memory Usage by Process graphs update.

Changing the Chart Type
The vFoglight views allow you to select different chart types.
To change chart types:
1 Click the chart drop-down in the upper right-hand corner of the chart.

berEseplorer

| Virtual Machine: stideviogesxcs

Virtual Machine | Frocesses | Storage
[C]Enatie Process Colection

CPU Usage by Process = CPU At A Glance
ey
Chaet Type Consumears
[ Pt e
b Area
M Stacking Area
4 gd B ant.Service
Export as {5V

¢ Export as FDF
0230 900 09:30 1000 1030 N0 1130 1200

2 Select the desired chart.
The current chart change its view to the selected chart.
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vmExplorer

| Virtual Machine: stidevfogesxes

Yirtual Machine || Processes | Storage

CPU Usage by Process

Hi

Il L
08:30 09:00 08:30 1000 10:30  11:00  11:30  12:00

Zoom Using the x and y Axis of the Graph

The Guest Process Investigation charts allow you to zoom in for a specific time range
for thex and y axis.

To zoom to a specific time range:

1 Placethe cursor over the x or y axis.

wmEwplorer & Thy

Virtual Machine: stidevfogesxcs

[
Virtual Machine | Processes | Storage

[[]Enatle Pracess Colection  Configure Collection

CPU Usage by Process

CPU At A Glance

CPU: Top Consumers CPU: Largest Change
0 Frocess Name AVGCRU || | Process Name
- Fens 6.3% | frms
" . Fglam 2.4% | | FogightAgert.Service

anClick, and drag on axis ko zooe in direction of asis. Chck while holding the CTRL key
and drag on data area bounded by aoes bo zoom in both x and y directions at

s,

= Senost B || SvEhast

0

0830 0000 0030 1000 10:30 1100 1130 1200

2 Click and drag over the desired time range.



Interacting with the Cartridge for Guest Process Investigation 47
ProcessesDashboard

vmExplorer

Virtual Machine: stidevfogesxcs
Virtual Machine | Frocesses | starage |

CPU Usage by Process

Hil

The graph zooms to the select time range.
3 Toreset the zoom, click in the upper left-hand corner.

vmExplorer

l Virtual Machine: stidevfogesics

Yirtual Maching || Processes || Shorage |

a [@] CPU Usage by Process

dii

a0

70

60

50
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Process Info Dashboard View
The Process Info Dashboard contains the following embedded views:
e CPU Usage by Process
» CPU AtaGlance
e Memory At aGlance
* Memory At aGlance

* Monitored Processes

Understanding %CPU Values in vFoglight

Unlike other data whose values represent a single point in time (when the datais
collected), each %cpu data value gathered by the Cartridge for Guest Process
Investigation is the average CPU tilization over time between successful data
collections. For example, if the configured sample interval is 30 seconds, a process's
%cpu utilization is an average of its utilization over the 30 second time period,
assuming two back-to-back collects were successful. For this reason, decreasing the
sampleinterval resultsin valuesthat are real-time, making individual peaks and valleys
become more apparent, while increasing the sample interval does the opposite.

CPU Usage by Process

Thisview displays the cumulative CPU usage by processes over time. It shows the total
process load on a given virtual machine CPU. Mousing over the processes displays a
popup of the services.

CPU Usage by Process —

Ll
Lso

Foglightagent. Service
301 % @ 1/15/09 10:47 AM|y

09:00 09:30 10:00 10:30 1100 11:300 12:00  12:30
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Memory Usage By Process

This view displays the memory usage by processes over time. It shows the load on
memory for processes on a given virtual machine. Mousing over the processes displays
a popup of the services.

Memory Usage by Process

Hii

'h frs
41,1 % @ 1/15/09 10:42 AM
1]

09:00 09:30 1000 10:30  11:00  11:30 12:00  12:30

CPU At a Glance
This displays how the memory is being used based on the following:

» Thetop five processes using the most CPU. These five processes are the “top
consumers’ for that memory.

» Thetop five processes that have had the largest recent change in CPU usage.

CPU At A Glance

CPU: Top Consumers CPU: Largest Change

Process Name AVG CPU Process Name Variation
falam 2.1% falam — 0%
java 1.0 % java — 0%
svchost 0.2% taskmar — 0%
System 0.2 % svchost — 0%

taskmar 0.2% System — 0%
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Memory At a Glance

Note Itis possible for multi-instance processes to display %Memory values that are over 100%.

This occurs because the PS Command used to query the system returns %Memory values
that include the memory used by shared libraries. Since the %Memory values for all

individual processes are summed to generate the value, the memory used by shared
libraries may be included multiple times.

This displays how the memory is being used based on the following:

» Thetop five processes using the most memory. These five processes are the “top
consumers’ for that memory.

The top five processes that have had the largest recent change in memory usage.

Memory At A Glance

Memary: Top Consumers Memory: Largest Change

Process Mame AVG Memaory Process Name Variation
java 0.1% || mysgd 0%
fglam 0.1% faglam — 0%
mysgld 0.1% winlogon — 0%
svchost 0.0 % GravitixService — 0%
explorer 0.0 % swchost — 0%

Monitored Processes

Monitored Processes is the table of all running processes on agiven host. Thelistis
sortable, filterable, and allows you to do process searches.

Monitored Processes:

Select Al Deselect All Update |<

Process Name v Instances Sh_o-;-.'_.'Hide calumns . —
Average Max  Average Max Swap Size Average 5

Using the Monitored Processes View
The Monitored Processes view allows you to:
» Choose which processes to view.

* Export reports as a PDF or CSV.
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Search for individual processes.
Choosing Which Processes to View

During the monitoring of processes, you may want to view certain processes
To choose individual processes:

1 Click the Show/Hide colums menu.

Manitored Processes:

ect Al Update |[3= ] <

Process Mame -

Instancss Show /Hide columns

Average Max  Average Max Swap Size Average 5

The Show Columns menu displays.

Show columns

Process Name

Expaort as CSV...
Export as POF...

2 Select the processes you wish to view.
3 Click Apply.

51
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Exporting Reports as a PDF or CSV

The Cartridge for Guest Process | nvestigation allows you to export process information
toaPDF or CSV format.

To export process info to PDF or CSV:

1 Click the Show/Hide colums menu.

Monitored Processes:

Select Al Deselect Al Update | <
Process Name + Instancss Sh_o';-.'_-'Hide columns : -
Average Max  Average Max Swap Size Average 5

There Is Mo Data To Displ

The show columns menu displays.

Show columns

EEEEEEEE

Soatror
2 Click the desired output format (CSV or PDF).

a Clicking Export as CSV displays adiaog allowing you to choose the save
options. Select the desired options and click OK.
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Opening w27211405.csv X
fou have dhosen to open

|H wa7211405.cv
which is a: Microsaft Office Excel Comma Separated Values Fie
from: hiip: /fstidevfogesxmm: 5080

‘What should Firefox do with this fle?
(® Openwith | Mcrosoft Office Excel (default) b
O Save to Digk

] Do this automatcaly for fies like this from now on.

b Clicking Export as PDF exports the process info datainto PDF format and
opensin the PDF software |oaded on your machine.

Searching for Individual Processes

Using the search allows you to find process information on individual processes.

CPU Usage

Process Nome ENStances pverage Max Average Max Swap Sive Avarage’ Swap Sae May Werkng

ﬁ [(Fnc ) [ Beer ) [(adhvanced )
Max Vit

al Sire Average Virtual Size Max

» Find: Thisfield allows you enter the individual process you want to search for.
You can select the “Use Regular Expressions’ option. Regular expressions can be
used to create complex match schemes

) ) CPU Usage _' P
rocess Name Instances . 5 ; "
TS WOy SET S MY Virtual

Average Max Aversge Max Swap Size Average Swap Sire Max Working 5

Size Averags Virtual Sive Ma|

e Clear: Clears search field.
« Advanced: Allows you to enter a process hame and set search parameters.
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Process Information Data Sources

The Cartridge for Guest Process Investigation retrieves process information machine
data from the following operating systems:

e Windows

e Linux

e Solaris

Thefollowing provides detailed information regarding process information collected by
the Cartridge for Guest Process I nvestigation.

Windows

For process information on a Windows machine, data from Common Information
Model (CIM) classesis used. Below isinformation about the specific classes and fields
used to provide process information.

Process Name

e CIM Class: Win32_PerfRawData PerfProc_Process
* CIM Field: Name

Process ID
e CIM Class: Win32_PerfRawData_PerfProc_Process
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 CIM Field: IDProcess

Parent Process ID

e CIM Class: Win32_Process
e CIM Field: ParentProcessld

Processor Utilization (%)

Processor Utilization requires a calculation involving data from several CIM Classes
and Fields. In addition, this calculation requires two samples of data and therefore is not
available until after a second data collection is performed.

¢ CIM Classes. Win32_PerfRawData_PerfProc_Process, Win32_Processor
e CIM Fidds: Frequency_ PerfTime, Timestamp_PerfTime, PercentProcessorTime

Total Processor Time

e CIM Class. Win32_PerfRawData PerfProc_Process
* CIM Field: PercentProcessorTime

Memory Utilization

Memory Utilization requires a cal culation involving data from several CIM Classes and
Fields.

e CIM Classes: Win32_PerfRawData PerfProc_Process, Win32_PhysicalMemory
* CIM Fields: WorkingSet, Capacity

Virtual Memory Size
* CIM Class: Win32_PerfRawData_PerfProc_Process
» CIM Field: VirtualBytes

Working Set Size

e CIM Class: Win32_PerfRawData_PerfProc_Process
» CIM Field: WorkingSet
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Swap Size
e CIM Class: Win32_PerfRawData PerfProc_Process
e CIM Field: PageFileBytes

Page Faults

e CIM Class: Win32_PerfRawData_PerfProc_Process
e CIM Field: PageFaultsPersec

Data Read
e CIM Class. Win32_PerfRawData PerfProc_Process
» CIM Field: IOReadBytesPersec

Data Written
e CIM Class. Win32_PerfRawData PerfProc_Process
* CIM Field: IOWriteBytesPersec

Data Other

* CIM Class: Win32_PerfRawData PerfProc_Process
* CIM Field: 100therBytesPersec

Read Operations

e CIM Class: Win32_PerfRawData PerfProc_Process
» CIM Field: IOReadOperationsPersec

Write Operations

e CIM Class: Win32_PerfRawData_PerfProc_Process
e CIM Field: IOWriteOperationsPersec

Other Operations

e CIM Class: Win32_PerfRawData_PerfProc_Process
¢ CIM Field: 100therOperationsPersec
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Linux

For process information on a Linux machine, data exposed by remotely executing the
PS Command is used. The following explains what datais used to provide process
information.

Process Name

The PS Command Output from requesting the "comm" field is used as the process
name. This contains the executable name only. No command line modifications are
included.

Process ID (PID)

The PS Command Output from requesting the "pid" field is used as the Process ID or
PID.

Parent Process ID (PPID)

The PS Command Output from requesting the "ppid” field is used as the Parent Process
ID or PPID.

Processor Utilization (%)

The CPU utilization of this processis obtained by a calculation involving the PS
Command Output from requesting the "cputime" and "etime" fields. The calculation
involves taking two samples of data. The process CPU utilization will only be available
after a second sampleis taken.

Total Processor Time

The PS Command Output from requesting the field "cputime" is used as the amount of
time the process has consumed the CPU.

Memory Utilization

The PS Command Output from requesting the field "%mem" is used as the percentage
of physical system memory being consumed by the process.
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Working Set Size
The PS Command Output from requesting the field "rss" is used as the amount of

physical memory currently being consumed by the process. Thisisreferred to asthe
working set size of the process.

Virtual Memory Size

The PS Command Output from requesting the field "vsize" is used as the virtual
memory size of the process.

Swap Size

The PS Command Output from requesting the field "size" is used as the swap size of the
process.

Solaris

For process information on a Solaris machine, data exposed by remotely executing the
PS Command is used. The following explains what data is used to provide process
information.

Process Name

The PS Command Output from requesting the "comm" field is used as the process
name. This contains the executable name only. No command line modifications are
included.

Process ID (PID)

The PS Command Output from requesting the "pid" field is used as the Process ID or
PID.

Parent Process ID (PPID)

The PS Command Output from requesting the "ppid" field is used as the Parent Process
ID or PPID.

Processor Utilization (%)

The CPU utilization of this process is obtained by a calculation involving the PS
Command Output from requesting the "cputime” and "etime" fields. The calculation
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involves taking two samples of data. The process CPU utilization will only be available
after a second sampleis taken.

Total Processor Time

The PS Command Output from requesting the field "cputime" is used as the amount of
time the process has consumed the CPU.

Memory Utilization

The PS Command Output from requesting the field "pmem" is used as the percentage of
physical system memory being consumed by the process.

Working Set Size

The PS Command Output from requesting the field "rss" is used as the amount of
physical memory currently being consumed by the process. Thisisreferred to asthe
working set size of the process.

Virtual Memory Size

The PS Command Output from requesting the field "vsz" is used as the virtual memory
size of the process.

Troubleshooting the Cartridge for Guest Process
Investigation

The following provides alist of questions you may have when using the Cartridge for
Guest Process Investigation.

Why did | get a message saying "Error - Missing Input" after clicking the
Save button in the Configuration Settings dialog box?

This message is aresult of one or more missing values in the Configuration Settings
dialog box. Check the following fields to ensure you have entered a correct value:

e Sample Interval
» Host Name (thisfield fillsin automatically)
* Username
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» Password
» Operating System

Why did | get a message saying "Error: Invalid Agent" after clicking the
Save button in the Configuration Settings dialog box?

This message is aresult of the server not finding the Agent selected under Advanced
Options. Try selecting a different Agent.

Why did | get a message saying "Error: No Agent Provided™ after clicking
the Save button in the configuration settings dialog box?

This message is aresult of no Agent being selected under Advanced Options.
Normally, an agent is selected for you. If you did not deselect the agent, it is possible
there are no agents currently available. Consult the Guest Process I nvestigation User
Guide to ensure you have followed all required steps to deploy a Guest Process
Investigation agent.

Why is the Save button disabled on the Configuration Settings dialog box?

The save button is disabled if any of the fields have not been provided. Complete al the
fieldsand try again.

I have saved my configuration settings, and the Enable Process Collection
checkbox is checked, but | still do not see any data. What is wrong?

If it has been longer than sixty seconds since saving the configuration settings and you
do not see any data, check the following:

a Ensure one or more processesin the processlist at the bottom of the dashboard
are checked. Only checked processes will be shown in the CPU and memory

graphs.
b Thiscartridgeisnot able to test the saved configuration immediately after itis

entered. Open the Configuration Settings dialog box and verify that all
information is correct.

¢ Itispossible that the DNS name did not resolve during the configuration
process. To collect process information for this hosts, use the manual
configuration process. For more information, see “Manual Configuration of
Guest Process Agents Using the Administration Dashboards” on page 30.
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| have saved my configuration settings, but the Enable Process Collection
checkbox is disabled and | do not see any data. What is wrong?
The configuration could not be saved. You should see a popup after clicking the Save

button with amessage. If this message indicated that an error occurred, search this
troubleshooting section for information regarding the specific error you encountered.
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